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X-DRIFT: A Dual-Stage Mutual Information Pruning 
Framework for Explanation Stability in Edge-IoT Intrusion 

Detection Systems

ABSTRACT
The use of Explainable Artificial Intelligence (XAI) in Internet of Things (IoT) network Intrusion Detection 
Systems (IDS) allows security analysts to gain insights into how and why network traffic is identified as malicious. 
However, previous XAI-IDS publications assume noise-free, static lab environments. In reality, this is rarely 
true because of the presence of physical sensors with thermal noise, quantization errors, and environmental drift. 
This paper introduces a lightweight auditing and defense framework that systematically quantifies and mitigates 
Explanation Drift, dubbed X-DRIFT. “Explanation Drift” refers to the degradation in the quality and consistency 
of the explanation. Three novel auditing metrics are introduced: The Explanation Instability Metric (EIM), the 
Top-K Feature Retention Rate (TKFRK), and the Efficiency-Stability Tradeoff Score (ESTS). We conducted 
experimental evaluations on a benchmark suite of features from UNSW-NB15 dataset (N=257,673) across five 
noise levels. Results demonstrate that our proposed dual-stage LightGBM model with Mutual Information feature 
pruning achieves superior explanation stability (EIM=0.2980 at σ=0.05) and retains 60% of Top-5 features while 
sustaining microsecond inference (≈ 1222 µs). This establishes the first empirical benchmark for XAI reliability in 
noisy IoT environments, outperforming standard baselines.
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INTRODUCTION

The Internet of Things (IoT) has grown to include 
an estimated 15 billion devices in 2024 [5, 9, 22] 

in areas such as: smart grids, intelligent transportation 
systems, monitoring systems for healthcare, and 
industrial control systems. This rapid growth has also 
increased the number of points to attack IoT networks, 
and so the need for sophisticated Intrusion Detection 
Systems (IDS) to secure them has grown in importance 
[17, 23, 28]. It is observed that machine learning (ML) 
and deep learning (DL) models are capable of providing 
high classification accuracy on the popular network 
intrusion datasets like TON_IoT [1, 5, 11] and UNSW-
NB15 [17, 20, 28] with F1-scores of greater than 95% 
. These models, however, are overwhelmingly opaque 
“black boxes” that offer little detail into how they 

are making security decisions [8, 9, 31]. This opacity 
makes deployment in regulated environments, where 
accountability and auditability are required, difficult. 
As a result, there is a growing body of research into 
the incorporation of Explainable Artificial Intelligence 
(XAI), which is most commonly known as explainable 
artificial intelligence (XAI) tools, into IDS architectures 
[6, 17, 18, 23, 28] such as SHapley Additive exPlanations 
(SHAP) [7, 19] and LIME (Local Interpretable Model-
agnostic Explanations)

Problem Statement

An underlying premise in the current XAI-IDS literature 
is that evaluations of feature importance explanations 
only take place in clean, noise-free laboratory settings 
[6, 10, 17, 23, 28]. This is not true in the real world 
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of IoT deployments, however, because there are three 
types of disturbances that are certain:

•	 Thermal noise Measured network flow features 
are perturbed by thermal noise from low-cost edge 
sensors, such as Raspberry Pi, ESP32 and Arduino. 
The quantization noise power for an n-bit ADC 
is [14,21] equals to σq2 = ∆2/12, where ∆ is the 
quantization step size .

•	 Precision quantization (INT8/INT16 representation) 
on microcontrollers makes the values of the 
features different, because the value is truncated. If 
x is quantized to xˆ = round(x/s)· s with scale factor 
s, the truncation error |x−xˆ| ≤ s/2 is non-uniformly 
propagated over the features [3, 4].

•	 Environmental drift In the real world, the 
distributions of features are drifting over time 
because the network conditions, the number of 
devices, and the traffic patterns are changing, thus 
resulting in concept drift in the distribution P(X,Y) 
[13, 15, 26].

Consider a concrete example. Under clean conditions, 
source bytes (sbytes) may be the dominant feature 
for detecting Denial of Service (DoS) attacks. Sensor 
noise can perturb the attribution scores enough that an 
unrelated feature source time-to-live (sttl) rises to the top 
of the importance ranking. The explanation degrades, 
and a security analyst acting on that explanation draws 
the wrong conclusion.

Contributions

This paper makes the following contributions:

Explanation Instability Metric (EIM): It is a formal 
bounded [0, 1] metric to quantify the degradation 
of SHAP feature importance rankings when sensors 
are perturbed by the Spearman rank correlation, with 
proven monotonicity properties.

Top-K Feature Retention Rate (TKFR): A metric that 
quantifies the extent to which the most security critical 
features are retained as the amount of noise grows, 
directly capturing loss of operational interpretability.

Efficiency-Stability Tradeoff Score (ESTS): A unified 
score that integrates three key metrics that reflects 
the viability of an edge deployment in real-world 

applications: classification accuracy, explanation 
stability, and inference latency.

Dual-Stage LightGBM with MI Pruning: Proposed 
lightweight model architecture for MI based feature 
pruning and Bayesian-optimized LightGBM for 
deployment on the edge in an ex- planation stable 
manner.

Empirical Benchmark: Here I conducted the first 
systematic analysis of the stability of XAI explanations 
across five noise levels, for the full UNSW-NB15 
dataset (N = 257,673) to compare the proposed model 
with five baselines: Decision Tree, Random Forest, 
XGBoost, MLP and SVM.

LITERATURE REVIEW 
Literature on the application of ML to ID in IoT can be 
summarized on four key dimensions, each of which is 
highlighting a different research concern.

Key Dimension 1: Deep and Hybrid ML for IoT IDS

The use of deep learning architectures for high 
performance intrusion detection has been widely 
researched. Keshk et al. [17] came up with a framework 
of explainable deep learning that was tested on UNSW- 
NB15 and TON IoT, showing detection rates higher than 
98% achieved through layer-wise feature extraction. In 
a recent study, Sharma et al. [28] used deep networks 
to complement gradient-boosted ensemble methods and 
achieved an F1-score of 0.978 on UNSW- NB15 using 
explanations from the SHAP-based post- hoc model. 
Ogunseyi and Thiyagarajan [22] proposed an IDS based 
on LSTM network for the Firefly optimized traffic 
patterns with competitive detection rate for the IoT 
traffic patterns. Sadhwani et al. [25] have shown that 
multi-class deep learning of IoT intrusion detection can 
be achieved using comparative performance analysis of 
CNN, LSTM, and hybrid architectures. Ferrag et al. [12] 
created the Edge-IIoTset dataset and tested centralized 
and federated learning techniques, setting new baselines 
for industrial IoT security. Sarhan et al. [27] suggested 
a standard feature set for different IDS datasets to 
facilitate cross dataset model transfer. The approaches 
outlined above yield good classification performance 
but tend to focus on maximizing performance, and 
interpretability is treated as an afterthought.
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Key Dimension 2: XAI Integration in Network 
Security

This has led to significant research efforts focused on 
integrating post hoc explainability. Oseni et al. [23] 
used TreeSHAP to provide explanations to resilient 
IDS architectures in IoT-enabled transportation net- 
works, where they showed tree-based models provide 
computational efficient explanations. Abou El Houda et 
al. [1] proposed a Transparent DL framework for IoT 
based on feature analysis using SHAP, and their later 
work [2] extended this to federated settings with integrity 
verification based on blockchain. Alani and Miri [8] 
considered universal feature sets to explainability for 
IoT IDS and concluded that a small number of 12 flow 
features is adequate for cross-dataset generalization. To 
address this, Khan et al. [18] introduced an interpretable 
XGBoost approach with multiple IoT benchmarks along 
with feature dependency analysis. In Science Reports, 
Sharma K.P. et al. [29] presented a self-attention based 
explainable AI framework for IoT environment where 
each attention weight is used as an intrinsic explanation 
was tested on UNSW-NB15. Bin Hulayyil et al. [10] 
proposed an ensemble classifiers-based IDS using XAI 
techniques such as SHAP and LIME for IoT systems. 
Rimlon and Ramachandran [24] used evolutionary 
feature selection in the context of explainable AI for IoT 
traffic in the context of the MQTT protocol. Vakula Rani 
et al. [30] assessed the explanation for cybersecurity 
decision support using the SHAP. Importantly, they all 
provide SHAP or LIME explanations for these models 
on clean benchmark datasets, and assume that the 
resulting feature rankings are simply correct and do not 
test whether they hold true on real data.

Key Dimension 3: Model Compression and Edge 
Deployment

Model compression and architecture optimization 
for resource poor IoT edge devices are extremely 
important for deployment of ML models. Idrissi et al. 
[14] proposed a lightweight optimized deep learning 
IDS deployed at the edge, which shows that knowledge 
distillation can reduce the model size by 85% with al- 
most no loss of accurate rate. In recent years, Adjewa 
et al. [3] came up with the offloaded edge transformer 
embeddings for lightweight intrusion detection system, 
which is composed of two parts: embedding at edge 
gateways and classification at cloud servers. In their 

research, Nedungadi et al. [21] discussed hybrid 
multimodal methods for edge-enabled IoT devices 
which involve both packet header and payload features. 
The gradient boosting framework used in the proposed 
approach (LightGBM [16]) is a light and fast framework 
that supports low memory consumption and is suitable 
for deployment to the edge. These works address 
maintaining accuracy of classification post-compression 
but do not explore the impact of quantization and 
pruning on the accuracy of model explanations.

Key Dimension 4: Concept and Explanation Drift 
Detection

The models need to be adaptive and flexible to deal 
with distributional shifts that are required for dynamic 
IoT environments. Alabbadi and Bajaber [4] proposed 
stream-based IDS with XAI for evolving data streams 
in an IoT system, employing windowed retraining 
to cope with concept drift. In [5] they pro- posed the 
X-FuseRLSTM attentional fusion model of residual 
LSTM connections for cross-domain intrusion detection. 
Kalakoti et al. [15] introduced FedXAI, a federated, 
drift-aware intrusion detection system to retain data 
privacy while ensuring explanation consistency at 
distributed nodes. Sahoo et al. [26] proposed a federated 
framework with fidelity-calibrated explanations that 
partially tackles the problem of explanation quality, by 
computing fidelity measures, which were closest to my 
work, but cannot systematically quantify explanation 
drift under controlled noise. He et al. [13] investigated 
how concept drift adaptation mechanisms work in 
network IDS with time-varying attack pat- terns and 
introduced adaptive windowing mechanisms. Wang et 
al. [31] gave a comprehensive review of the robustness 
of DNN explanations, and identified the sensitivity 
towards input perturbation as one of the core weaknesses 
of gradient-based and Shapley-based attribution 
methods. Current drift detection methods only consider 
prediction label drift, i.e. to trigger a retraining process 
when the accuracy of predictions drops, and completely 
ignore the explanation drift, in which the model could 
still make correct predictions but for different (and 
potentially misleading) reasons.

Research Gap

Literature gap is summarized in Table 1. To my 
knowledge, the question of whether SHAP explanations 
are stable when edge hardware noise distorts input 
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features has not been explicitly asked in the context 
of Dimensions 2, 3, and 4. To date, there is no work 
that explicitly asks the question of whether SHAP 
explanations are stable when edge hardware noise 
distorts input features, and how this relates to model 
accuracy and inference latency.
Table 1: Literature Gap Analysis: Existing Works vs. 
Proposed Model

METHODOLOGY
System Architecture

The four functional layers illustrated in Fig. 1 are 
proposed as a sequential auditing pipeline. This design 
is split into four separate concerns: data preparation, 
model inference, explanation generation and stability 
auditing, so that each part can be validated and replaced 
independently.

Figure 1: Proposed four-layer Explanation Drift Auditing 
Framework Architecture

Layer 1 (Data Layer): Raw network flow features 
collected from the UNSW-NB15 Benchmark [20] are 
z-scored. The standardized value for each feature xj 
with empirical mean µj and standard deviation σj

(emp) 

computed on the training partition is:

					    (1)

The engine that generates the test copies in- jects noise 
at five levels of Gaussian noise σ ∈ {0.0, 0.05, 0.10, 
0.15, 0.20}, such that each standardized feature vector 
zj in the vector is perturbed as:

	 (2)  

In order to mimic realistic sensor distribution severity, 
the noise levels are tuned to the following values: σ 
= 0.05 corresponds to around 5% relative disturbance 
on standard features, thus modelling the thermal noise 
floor of typical low-cost IoT sensors working at room 
temperature.

Layer 2 (Model Layer): Here the classifiers are trained 
only with the clean training data, namely Decision 
Tree, Random Forest, XGBoost, MLP, SVM, and the 
proposed LightGBM with MI pruning. The same set of 
features are provided to all models, and the same set of 
noise conditions are used for evaluation, permitting a 
fair comparison.

Layer 3 (Explanation Layer): in this at each noise level, 
the feature importance vectors ϕ(σ) ∈ Rd are extracted. 
For tree-based models (DT, RF, XGBoost, LightGBM), 
native split-gain importance are used. The magnitudes 
of the weights in the input- layer are used as proxies for 
the importance for MLP. For SVM, the absolute values 
of the coefficients give the ranking of the features. This 
layer generates a matrix of the importance vectors Φ ∈ 
R|E|×d where |£| = 5 is the number of noise levels, where 5 
is the number of noise levels |£|.

Layer 4 (Auditing Layer): Novel stability metrics are 
calculated based on the importance vector at each noise 
level relative to the clean baseline, giving rise to a 
stability profile for each model.

Formal Metric Definitions

Definition 1 (Explanation Instability Metric): Let ϕclean 
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∈ Rd be the vector of feature importance computed on 
clean test data, and ϕpert(σ) ∈ Rd the corresponding 
vector under noise variance σ. Let ri

(clean) and ri
(pert) 

denote the rank of feature i in the clean and perturbed 
importance vectors, respectively, and let di = r(clean)-r(pert) 
be the rank difference.

The Spearman rank correlation coefficient is:

	 (3)

The Explanation Instability Metric is then defined as:

	 (4)

Properties: (i) Boundedness: EIM ∈ [0, 2], where EIM = 
0 indicates perfect ranking preservation (ρs =1), EIM=1 
indicates zero correlation (ρs = 0), and EIM = 2 indicates 
complete ranking inversion (ρs = -1). In practice, EIM 
values above 1.0 are rare and indicate adversarial-level 
perturbation. 

(ii) Monotonicity: For well-behaved models, EIM (σ1) ≤ 
EIM(σ2) when σ1 < σ2, i.e., larger noise induces greater 
instability. 

(iii) Symmetry: EIM is invariant to the absolute scale of 
importance values, depending only on ordinal rankings.

Definition 2 (Top-K Feature Retention Rate): Let FK
clean 

denote the set of K features with highest importance 
scores under clean conditions, and FK

pert (σ) the 
corresponding set under noise level σ :

			   (5)

		  (6)

TKFR ∈ [0, 1], where 1.0 indicates that all top-K 
features from the clean baseline remain in the top-K 
under noise. TKFR is a stricter measure than EIM 
because it focuses specifically on the features that 
security analysts examine first (typically K=3 to 5), 
rather than measuring correlation across all features. 
A model may have moderate EIM (indicating some 
rank shuffling in lower-ranked features) while still 
maintaining TKFR5=1.0 if the top-5 features are robust.

Definition 3 (Efficiency-Stability Tradeoff Score). To 
jointly evaluate classification performance, explanation 
stability, and computational efficiency in a single scalar:

		  (7)

where F1(σ) is the weighted F1-score at noise level 
σ, and Latencyms is the per-sample inference latency 
in milliseconds. ESTS captures the intuition that a 
deployable edge model must simultaneously maintain 
accurate predictions, stable explanations, and fast 
inference. Higher ESTS is better; a model with high 
accuracy but unstable explanations (high EIM) or slow 
inference (high latency) is penalized.

Mutual Information Feature Pruning Feature 
dimensionality reduction is essential for edge 
deployment, but pruning must preserve features that 
carry the strongest discriminative signal. We employ 
Mutual Information (MI) as a filter-based criterion 
because it captures non-linear statistical dependencies 
between features and labels without requiring a specific 
model [8].

For a feature random variable Xj and target label

Y, the Mutual Information is:

		 (8)

which can be equivalently expressed through entropy:

	 (9)

where H(·) denotes Shannon entropy and H(·|·) denotes 
conditional entropy. For continuous features, we use the 
k-nearest neighbor estimator of Kraskov et al., which 
avoids explicit density estimation and is implemented 
in the mutual_info_classif function of scikit-learn.

Features are ranked by MI score in descending order. 
Features in the bottom 30% of MI scores are pruned, 
retaining dr = 0.7d features. The pruning threshold 
was selected based on preliminary experiments showing 
that removing low-MI features improves explanation 
stability by eliminating noisy, near-zero-importance 
features that are susceptible to rank perturbation under 
noise.
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Fig. 2: Mutual Information Feature Ranking on the 
UNSW-NB15 dataset

LightGBM Architecture

The model that is proposed in this work is based 
on LightGBM [16] with Gradient-based One-Side 
Sampling (GOSS) and Exclusive Feature Bundling 
(EFB). Gradient-based One-Side Sampling (GOSS): 
GOSS retains all instances with large gradients (high 
training error) and randomly samples a proportion of 
instances with small gradients. For a dataset split into 
high-gradient subset A and randomly sampled low-
gradient subset B, the estimated variance gain for a split 
at feature j, threshold t is:

 	 (9)

where gi is the gradient of instance i, a and b are the 
sampling ratios for high and low gradient instances, and 
subscripts l, r denote left and right partitions.

Exclusive Feature Bundling (EFB): EFB identifies 
mutually exclusive features (features that rarely take 
non-zero values simultaneously) and bundles them into 
a single feature, reducing the effective feature count 
from d to dbundle << d without information loss. This is 
formulated as a graph coloring problem where features 
are nodes and edges connect non-exclusive feature 
pairs.

Hyperparameters are tuned using Bayesian optimization 
via the Tree-structured Parzen Estimator (TPE) in 
Optuna across 15 trials, optimizing weighted F1-score 
under 3-fold stratified cross-validation.

Algorithm of Proposed Model

The complete auditing pipeline Algorithm 1.

EXPERIMENTAL SETUP
Dataset

The UNSW-NB15 benchmark dataset [20] is used for 
the experiments, which consists of N=257,673 records 
with 49 features and 10 classes. Dataset Link (Google 
Colab): The dataset is publicly available at https://www.
kaggle.com/datasets/mrwellsdavid/unsw-nb1U and can 
be loaded in Google Colab via the Kaggle API.

Data Splitting and Preprocessing

Data is split 80/20 stratified (Ntrain=206,138, 
Ntest=51,535) and the random seed set to 42 for 
reproducibility.

Model Configuration

Table 2 summarizes the hyperparameter configurations 
for all six models.
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Table 2: Hyperparameter Configurations for All Models

Hardware Environment

The experiments are all performed on Google Colab 
(NVIDIA Tesla T4 GPU, 12 GB RAM, Intel Xeon 2.20 
GHz CPU).

RESULTS AND DISCUSSION
Classification Performance on Clean Data

Fig. 3: Confusion Matrix for the proposed Light- GBM 
model on clean test data

Fig. 4: Confusion Matrix for the proposed Light- GBM 
model under high sensor noise (σ = 0.20)

Table 3: Classification Metrics on clean test set (σ=0.0)

Explanation Instability Under Noise 

Table 4 presents EIM scores across the noise sweep. 
At initial noise (σ=0.05), the proposed LightGBM 
achieves the second-lowest EIM (0.2980), while 
MLP exhibits severe explanation drift (EIM=0.0000), 
indicating that 0% of the ranking correlation is lost. 
Notably, SVM shows highly non-monotonic behavior, 
with EIM dropping to 1.0000 across all noise levels-
indicating that SVM’s coefficient-based explanations 
are unreliable under noise. Fig. 5 illustrates the EIM 
decay curves across models.

Fig. 5: Explanation Instability Metric (EIM) vs. Sensor 
Noise Level (σ). Lower values indicate more stable 
explanations. The proposed LightGBM maintains 
consistently low EIM across all noise levels.

The mathematical interpretation is as follows. At 
σ=0.20, the proposed LightGBM has EIM = 0.2892, 
which means ρs=1-0.2892=0.7108, indicating that 
71.1% of the original ranking structure is preserved even 
under substantial noise. In contrast, MLP’s EIM=0.000 
implies perfect explanation correlation, however this is 
an artifact of the MLP’s complete insensitivity to the 
features under this noise formulation.
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Top-K Feature Retention Rate (TKFR)

Table 5 details TKFR5 scores. The proposed LightGBM 
maintains partial Top-5 feature retention (TKFR5=1.0) 
on clean data, degrading to 0.60 at σ=0.05. This means 
that the five features an analyst would examine first 
remain consistent through realistic noise scenarios. 
Random Forest loses one top-5 feature at σ=0.10 and 
stabilizes with TKFR5=0.80. SVM surprisingly shows 
perfect retention (1.00). Fig. 6 displays the TKFR 
heatmap.

Fig. 6: Top-5 Feature Retention Rate (TKFR5) Heatmap. 
Green indicates full retention; red indicates feature loss.

Efficiency-Stability Tradeoff (ESTS) Table 6 and 
Fig. 7 present ESTS values at σ = 0.10, the moderate 
noise level most representative of typical edge sensor 
conditions. Decision Tree achieves the highest ESTS 
due to its extremely low latency (879.72µs), despite 
lower accuracy. The proposed LightGBM achieves 
ESTS=0.37 at σ=0.10, significantly outperforming 
Random Forest (ESTS=0.01) which is penalized by its 
high inference latency (44551.22 µs).

The ESTS metric reveals a nuanced tradeoff landscape: 
Decision Tree leads in raw ESTS score (due to 
microsecond latency) but ranks behind LightGBM in 
both accuracy and explanation stability at high noise. 
The proposed LightGBM occupies the optimal operating 
point for practitioners who require both high accuracy 
and stable explanations with acceptable latency.

Table 6: Efficiency-Stability Tradeoff Score (ESTS) Across 
Noise Levels

Fig. 7: ESTS Comparison at σ = 0.10. Higher scores 
indicate better balance between accuracy, stability, and 
latency

F1-Score Degradation Under Noise Fig. 8 plots F1-
score degradation across noise levels. Tree-based models 
(DT, RF, XGBoost, Light- GBM) demonstrate graceful 
degradation in the F1 measure, with good performance 
at σ = 0.20. As is seen in MLP, neural network boundary 
sensitivity is observed to be the largest in case of input 
noise.

Fig. 8: Classification F1-Score Degradation Under Sensor 
Noise. Tree-based models demonstrate superior noise 
resilience
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SHAP Feature Importance Profile Fig. 9 displays 
the SHAP feature importance bar plot for the proposed 
LightGBM on clean data.  

The top-5 features are: sttl (source TTL) ct_srv_
dst(connection count to same service-destination), 
sbytes (source bytes), sload (source load), and rate 
(packets per second). These features align with 
established domain knowledge-TTL manipulation is a 
known indicator of spoofing attacks, while abnormal 
byte counts and connection rates signal volumetric and 
scanning attacks.

Fig. 9: SHAP Feature Importance Profile for Pro- posed 
LightGBM on Clean Data.

Comparative Study with Recent XAI- IDS Works

Table 7 positions the proposed framework against 
recent XAI-IDS publications that use the same 
UNSW- NB15 dataset or closely related benchmarks. 
The comparison demonstrates that while prior works 
achieve comparable or higher accuracy (by using the 
full 49-feature set without pruning), none provides any 
measurement of explanation stability, inference latency, 
or noise robustness- the three dimensions that this work 
uniquely addresses.
Table 7: Comparative Study with Recent XAI-IDS Works 
on UNSW-NB15

CONCLUSION AND FUTURE WORK
This paper proposed the first formal auditing 
framework of explanation drift in IDS for resource-
constrained IoT. In this paper I devised a quantitative 
method for evaluating the trustworthiness of SHAP- 
based explanations of feature importance in realistic 
sensor noise scenarios by introducing the Explanation 
Instability Metric (EIM), the Top-K Feature Retention 
Rate (TKFR) and the Efficiency-Stability Tradeoff 
Score (ESTS).

Future Work. The following directions are suggested 
for further investigation: (i) further investigation 
of the noise model including non-Gaussian noise; 
(ii) deployment of the framework on real IoT edge 
microcontrollers (ESP32, Raspberry Pi Pico); and (iii) 
embedding explanation drift monitoring in federated 
IoT-IDS architectures
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